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* hide. data = ((( * data) &128) >
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data+ + ;
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for(int i = 0; i <dze.of . hide.image; i + +)
{
for(intj = 0; j <8;j ++)
{ 6.Lina
*data = ((( * data) &127) | (((( * Fig.6 True color image of Lina.
hide. data) > > (7- i)) &1) < <7));
data+ + ;
}
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}
for(i =0 i <sze: | 7 128
or(i=0; i <sdze;i++) Fig. 7 Result of Fig.6 digosed by color quantization to 128
{ oolors and error diffuson.
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Fig.8 Information to be hidden. 10 9

Fig.10 Hidden image picked up from Fg.9.
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Fg.9 Image of Fg. 7 containing hidden information of
Fg.8.
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Sudy of the MSB inf ormation- hiding technique in a carrier image
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Abstract : Encryption technique is an important method to ensure s&fe communication, but it has a short-
coming. Because the files encrypted are vulnerable to attackers, they may be destroyed. To olve the prob-
lem, the authors take advantages of the encryption technique and information-hiding technique, i.e. con-
cedling the information encrypted into a carrier file. The authors adopts color image files being used in the
Internet. If human eyes can not observe the diverdficationsof the carrier image before and ater hiding , the
method can be very sdfe. Asfar as the authors know , there are two kindsof encryption techniques. Oneis
based on frequency region , such as expanding freguency hiding, DCT hiding and sub-wave hiding, etc. By
these methodstheinformation isconceaed into the high frequency heft of the carrier image code , which can
not be observed by human eyes. CGeneraly gpeaking, not much data can be conceadled into a carrier image.

The other is based on gpace region, a typica method to concea information in the least sgnificance hits
(LsB) ; however , due to their unsafety , they are not important to the carrier image. Thispaper provides a
method that can create redundant gpace in a color image by color quantization and hiding information in the

MSB of theimage. The method is better than that in L B dnce the M 3B is very important to the visua &f-
fect of the image.
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