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Fig. 1 Algorithm of information hiding based on noise extract ion.
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Data hiding, a form of steganography, embeds data into
digital media for the purpose of identification, annotation,
and copyright. Several constraints affect this process: the
quantity of data to be hidden, the need for invariance of|
these data under conditions where a “ host” signal is subject
to distortions, e. g. , lossy compression, and the degree to
which the data must be immune to interception, modifica

tion, or removal by a third party.

3
Fig.3 Part of recovered English text.
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Fig.4 Probability of run length of the least significant
bit after hiding information.
(Where U denotes the probability of run length
of ideal random sequence;
+ denotes the probability of run length of 1 se
quence;
X denotes the probability of run length of 0 se

quence. )
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Study of information hiding algorithm based on noise extraction
SUI Yong xin', YANG Ying hui*, YANG Huai jiang', CAO Jian lin'

(1. Changchun Institute o Optics, Fine Mechanics and Physics,
Chinese A cademy  Sciences, Changchun 130022, China;
2. Liaoning Yingkou Technical Secondary School, Yingkou 115000, China)

Abstract: Information hiding, a form of information processing, embeds data into trivial media for the pur-
pose of concealing the secret communication. Provided that the change due to the above_mentioned process
cannot to be detected by human vision system, only the two parties of communication know the covered
channel within the traffic, thus it arouses less suspicion. In this paper the authors believe that information
hiding combined with encryption techniques can provide a perfect scheme for high strength secure communi-
cations. Utilizing a new information hiding algorithm based on noise extraction, the above mentioned
scheme has been realized, to design the algorithm the factors including image quality, ability of whole bits
restoration, security, performance of anti_detection have been taken into account. Finally, the experiment

and analysis of anti detection are given.
Key words: information hiding; noise extraction; secure communications
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